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"1J5< 
>1@07>20-
B5;L=>9 
?@>3@0<<K, 
G0A. 

"1J5< ?@>D5AA8>=0;L=>3> <>4C;O, G0A. 
"1CG5=85 ?>  ��, 2 G0A. #@0:B8:8 

%0<>AB>OB5;L
=0O @01>B0 2A53>, 

G0A>2 

2 B>< G8A;5 
CG51=0O 
?@0:B8:
0, G0A>2 

?@>872>4AB25==0O 
?@0:B8:0, 
G0A>2 

;01>@0B>@=KE 
8 
?@0:B8G5A:8E 
70=OB89 

:C@A>20O 
@01>B0 
(?@>5:B), 
G0A>2 

#� 1, #� 3 
"� 1, "� 2, "� 
3, "� 6 
 

 �� 01  

%8AB5<=>5 
04<8=8AB@8@>20=85 134 134 80 3 - 3 3 

#� 4,  

"� 1, "� 2, 
"� 3, "� 6 
 

 �� 02  

"A=>2K 
:815@157>?0A=>AB8 

72 72 41 3 - 3 3 

#� 4,  
"� 1, "� 2, 
"� 3, "� 6 

 �� 03  

"A=>2K 
?@>3@0<<8@>20=8O 2 
A@545 PYTHON 

46 46 24     

#�1-#�-4 

"�1-"�6 
#@>872>4AB25==0O 
?@0:B8:0  108  108 3 

 -:70<5= ?> 
?@>D5AA8>=0;L=><C 
<>4C;N 
(:20;8D8:0F8>==K9 
M:70<5=)  

6 - 3 3 3 3 3 

 �>=AC;LB0F8O 6       

 �A53>: 372 252 145 3 - 108 3 
 



23 

 

'G51=>-B5<0B8G5A:89 ?;0=  ��01.%8AB5<=>5 04<8=8AB@8@>20=85 

7 

?/? 

!08<5=>20=85 @0745;>2 8 

?5@5G5=L B5<0B8:8 70=OB89 

� B>< G8A;5  

2A53>, G0A>2 ;5:F88 

?@0:B8G5A
:85 

70=OB8O 

 

$0745;. 1. 'AB@>9AB2> :><?LNB5@0 8 A>AB02 ?@>3@0<<=>3>  
>15A?5G5=8O :><?LNB5@0. %8AB5<=>5 #". 

1.  

&5E=8:0 157>?0A=>AB8 
?>2545=8O 2 :><?LNB5@=>< 
:;0AA5 

1 1 0 

 

2.  

'AB@>9AB2> #� (>A=>2=K5 C7;K 
:><?LNB5@0 8 8E 
2708<>459AB285), A1>@:0 8 
@071>@:0. 

4 2 2 

 

3.  

�03@C7:0 #�. �=0:><AB2> A 
BIOS, CMOS, UEFI, POST, 

>?5@0F8>==K<8 A8AB5<0<8. 
30 12 18 

 

4.  
!0AB@>9:0 >?5@0F8>==KE 
A8AB5< 

36 10 26 
 

5.  

#5@A>=0;870F8O A8AB5<K. 
'G5B=K5 70?8A8 ?>;L7>20B5;59. 
%8AB5<=K5 ?0?:8. 
#>;L7>20B5;8, 3@C??K 8 
C?@02;5=85 4>ABC?>< 

13 7 6  

6.  

#@>3@0<<=>5 >15A?5G5=85 
:><?LNB5@0. �><0=4=0O AB@>:0 
8 :><0=4=K5 D09;K. 8 4 4 

 

 

$0745; 2. �>:0;L=K5 A5B8 8 A5B52>5 >1>@C4>20=85. 

7.  

#>4:;NG5=85 :><?LNB5@0 : 
A5B8 ?5@540G8 40==KE 
(=0AB@>9:0 >1I53> @5AC@A0 8 
4>ABC?0 : D09;0<) 

8 2 6 

 

8.  
"@30=870F8O @01>BK ;>:0;L=>9 
A5B8. TCP/IP 

12 8 
4 

 

 

9.  
 0@H@CB870F8O. %5@25@=>5 
>1>@C4>20=85. 6 2 4 

 

10. %5B52>5 >1>@C4>20=85 4 2 2 
 

$0745; 3. "A=>2K 157>?0A=>AB8 ?@8 @01>B5 2 A5B8. 

       11. 

"A=>2K 157>?0A=>AB8 ?@8 
@01>B5 2 A5B8. $575@2=>5 
:>?8@>20=85. 

4 2 2 

 

       12. 

%5@28A=>5 >1A;C6820=85 #� 
(?@>D8;0:B8G5A:85 @01>BK, 
>1=>2;5=85 #") 6 2 4 

 

 

13. �0G5B=>5 70=OB85 2 - 2  

 �B>3> 134 54 80  
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%>45@60=85 CG51=>-B5<0B8G5A:>3> ?;0=0 ��01.%8AB5<=>5 04<8=8AB@8@>20=85 
"9@O 1-2. "9IA<>4 59;BC4EABEF<. �EAB6AO9 G;?O >B@CPNF9D4 < <I 6;4<@B89=EF6<9  
&5;8 70=OB8O: 
" ?>7=0:><8BLAO A =07=0G5=85<, ?@8=F8?0<8 @01>BK 8 2708<>459AB28O C7;>2 #�; 
" A0<>AB>OB5;L=> A>1@0BL A8AB5<=K9 1;>: 87 :><?;5:BCNI8E. 
�;0= 70=OB8O: 

ý #@028;0 B5E=8:8 157>?0A=>AB8 2 :><?LNB5@=>< :;0AA5 
ý %>AB02=K5 G0AB8 A>2@5<5==>3> #� 

ý !07=0G5=85, CAB@>9AB2> 8 2708<>459AB285 >B45;L=KE C7;>2 :><?LNB5@0 
�@0:B8G5A:0O @01>B0: 
%0<>AB>OB5;L=0O A1>@:0 A8AB5<=>3> 1;>:0 
#@>1=0O 703@C7:0 :><?LNB5@0. 
"9@4 3. �47DG;>4 ��. �A4>B@EF6B E BIOS, CMOS, UEFI, POST, BC9D4J<BAAO@< 

E<EF9@4@<. 
&5;8 70=OB8O: 

ý �KOA=8BL, GB> B0:>5 BIOS, CMOS, UEFI, POST 

ý 2KOA=8BL, GB> B0:>5 >?5@0F8>==0O A8AB5<0; 
ý ?>7=0:><8BLAO A M;5<5=B0<8 "%: 
ý C7=0BL > D09;0E 8 8E 0B@81CB0E; 
ý C7=0BL > B@5E =081>;55 @0A?@>AB@0=5==KE "% 4;O #�; 
ý ?>7=0:><8BLAO A ?@>F5AA>< 703@C7:8 #�. 
ý CAB0=>28BL =0 A>1@0==K9 =0 ?5@2>< 70=OB88 :><?LNB5@ "% Linux (Ubuntu) 

�;0= 70=OB8O: 
�7CG8BL  ?>=OB8O 

ý BIOS, CMOS, UEFI, POST 

ý >?5@0F8>==0O A8AB5<0, ?@8<5@K "%, 8AB>@8O "% Ubuntu 
ý ?@>F5AA 703@C7:8 #� 

�@0:B8G5A:0O @01>B0: 
ý 'AB0=>2:0 >?5@0F8>==>9 A8AB5<K A >?B8G5A:>3> 48A:0 
ý �=0:><AB2> A 8=B5@D59A>< Ubuntu 

"9@4 4. �4EFDB=>4 BC9D4J<BAAB= E<EF9@O. 
&5;8 70=OB8O: 

ý 2KOA=8BL, GB> B0:>5 4@0925@ 
ý ?>7=0:><8BLAO A �8A?5BG5@>< CAB@>9AB2 
ý ?>7=0:><8BLAO A 20@80=B0<8 CAB0=>2:8 4@0925@>2 
ý =0CG8BLAO CAB0=02;820BL 4@0925@K >1>@C4>20=8O 2 Ubuntu 

�;0= 70=OB8O: 
ý #>=OB85  4@0925@K 

ý �=0:><AB2> A �8A?5BG5@>< CAB@>9AB2 8 AB@0=8F0<8 A2>9AB2 CAB@>9AB2 
ý �=0:><AB2> A D>@<0B>< inf-D09;>2 

�@0:B8G5A:0O @01>B0: 
ý 'AB0=>2:0 =54>AB0NI8E 4@0925@>2 2 A8AB5<C 
%>740=85 ?@>5:B>2 ?> B5<0< 1-4. �0I8B0 ?@>5:B>2. #>42545=85 8B>3>2 1 
?>;C3>48O. 

"9@4 5 . �9DEBA4?<;4J<O E<EF9@O. #K9FAO9 ;4C<E< CB?P;B64F9?9=. !<EF9@AO9 C4C><. 
&5;8 70=OB8O: 

ý ?>4@>1=> ?>7=0:><8BLAO A 8=B5@D59A>< Ubuntu 8 2>7<>6=>ABO<8 

ý 53> =0AB@>9:8; 
ý ?>7=0:><8BLAO A #0=5;LN C?@02;5=8O; 
ý 2KOA=8BL, 4;O G53> =C6=K CG5B=K5 70?8A8 ?>;L7>20B5;59 8 :0: A =8<8 @01>B0BL; 
ý C7=0BL, :0: @01>B05B :>=B@>;L CGUB=KE 70?8A59; 
ý 2KOA=8BL <5AB>?>;>65=85 8 A>AB02 A8AB5<=KE ?0?>: Ubuntu, 2:;NG0O ?0?:8 
?@>D8;59 ?>;L7>20B5;59; 
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ý ?>7=0:><8BLAO A ?5@5<5==K<8 >:@C65=8O, 8E =07=0G5=85<, 0 B0:65 A :><0=4=>9 
AB@>:>9. 

�;0= 70=OB8O: 
ý #0=5;L C?@02;5=8O 8 �>=A>;L C?@02;5=8O :><?LNB5@>< 

ý %>AB02 8 =07=0G5=85 >A=>2=KE A8AB5<=KE ?0?>: Ubuntu 
ý �=0:><AB2> A ?5@5<5==K<8 >:@C65=8O 

�@0:B8G5A:0O @01>B0: 
ý #@>8725AB8 =0AB@>9:C B5< >D>@<;5=8O 8 7=0G:>2 @01>G53> AB>;0 
ý %>740BL ?>;L7>20B5;O A >3@0=8G5==K<8 ?@020<8, A ?@020<8  04<8=8AB@0B>@0 
ý #@>8725AB8 =0AB@>9:C #@>2>4=8:0.  

"9@4 6. �DB7D4@@AB9 B59EC9K9A<9 >B@CPNF9D4. �B@4A8A4O EFDB>4 < >B@4A8AO9 
H4=?O. 

&5;8 70=OB8O: 
ý 87CG8BL ?@8=F8?K @01>BK ?@8;>65=89 2 "% Ubuntu; 
ý C7=0BL > :@>AA ?;0BD>@<5==KE (?5@5=>A8<KE) ?@8;>65=8OE; 
ý 2KOA=8BL, :0: ?@>2>48BAO ;8F5=78@>20=85 ?@>3@0<<=>3> >15A?5G5=8O; 
ý =0CG8BLAO @01>B0BL A :><0=4=>9 AB@>:>9 8 ?8A0BL :><0=4=K5 D09;K; 
ý A>740BL :><0=4=K9 D09; 4;O "B8E>9" CAB0=>2:8 ?0:5B0 ?@8:;04=KE ?@>3@0<<. 

�;0= 70=OB8O: 
ý �A?>;=O5<K5 D09;K Ubuntu, API, :@>AA ?;0BD>@<5==KE ?@8;>65=89 

ý �8F5=78@>20=85 #" 

ý �=0:><AB2> A @0745;>< #0=5;8 C?@02;5=8O «#@>3@0<<K 8 :><?>=5=BK»    
ý �:;NG5=85 :><?>=5=B>2 "% "�;85=B Telnet" 
ý $01>B0 A :><0=4=>9 AB@>:>9 

ý #>;CG5=85 A?@02:8 ?> A8AB5<=K< :><0=40< 

ý �><0=4=K5 (?0:5B=K5) D09;K 

�@0:B8G5A:0O @01>B0: 
%>AB028BL :><0=4=K9 D09; 4;O "B8E>9" CAB0=>2:8 107>2>3> ?0:5B0 ?@8:;04=KE ?@>3@0<< 

"9@4 7. �B8>?NK9A<9 >B@CPNF9D4 > E9F< C9D984K< 84AAOI 

&5;8 70=OB8O: 
ý C7=0BL, GB> B0:>5 :><?LNB5@=0O A5BL: 
ý 2KOA=8BL, GB> B0:>5 B>?>;>38O A5B8; 
ý C7=0BL, :0:85 1K20NB A@54K ?5@540G8 40==KE 8 A5B52K5 CAB@>9AB20: 
ý C7=0BL, GB> A>1>9 ?@54AB02;O5B B5E=>;>38O Ethernet; 
ý 2KOA=8BL, :0: @01>B05B :><<CB0B>@, 8 G5< >= >B;8G05BAO >B :>=F5=B@0B>@0: 
ý =0CG8BLAO >168<0BL 28BCN ?0@C 8 >1J548=8BL :><?LNB5@K 2 :;0AA5 2 ;>:0;L=CN 
A5BL. 

�;0= 70=OB8O: 
ý �><?LNB5@=K5 A5B8, 8E B>?>;>388, > A@54K 8 ?@>B>:>;K ?5@540G8 40==KE,  A5B52K5 
CAB@>9AB20; 

ý "B;8G85 ?@8=F8?>2 @01>BK :><<CB0B>@0 8 :>=F5=B@0B>@0 
ý �=0:><AB2> A @072>4:>9 28B>9 ?0@K 8 ?@>F54C@>9 >168<:8 :015;O 

�@0:B8G5A:0O @01>B0: 
#@>8725AB8 ?@>F54C@C >168<:8 :015;O, ?>4:;NG8BL :><?LNB5@K : :><<CB0B>@C, 

>1J548=OO 8E 2 ;>:0;L=CN A5BL 
"9@4 8. �D74A<;4J<O D45BFO ?B>4?PAB= E9F<. TCP/IP. 
&5;8 70=OB8O: 

ý ?>7=0:><8BLAO A <>45;LN OSI; 
ý ?>7=0:><8BLAO A> AB5:>< ?@>B>:>;>2 TCP/IP 8 ?@8=F8?0<8 IP-04@5A0F88; 
ý =0CG8BLAO =0AB@0820BL ?0@0<5B@K TCP/IP 2 Windows: 
ý C7=0BL > B><, GB> B0:>5 NetBIOS: 
ý ?>7=0:><8BLAO A> A@54AB20<8 4803=>AB8:8 A5B59 2 Windows. 

 �;0= 70=OB8O: 
ý  >45;L OSI 
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ý %B5: TCP/IP, IP-04@5A0F8O , DHCP 

ý !0AB@>9:0 AB0B8G5A:8E IP-04@5A>2 :><?LNB5@>2 2 A5B8.  
ý �=0:><AB2> A :;0AA8D8:0F859 A5B59 2 Windows  («>1I54>ABC?=K5» 8 «G0AB=K5», 
2:;NG5=85 «A5B52>3> >1=0@C65=8O») 

ý #0@0<5B@K NetBIOS: 8<O :><?LNB5@0 8 @01>G0O 3@C??0 
 
�@0:B8G5A:0O @01>B0: 

�=0:><AB2> A> A@54AB20<8 4803=>AB8:8 A5B59: ping 8 traceroute 

"9@4 9. �4DLDGF<;4J<O. !9D69DAB9 B5BDG8B64A<9. 
&5;8 70=OB8O: 

ý C7=0BL, GB> B0:>5 <0@H@CB870F8O 
ý 2KOA=8BL, :0: @01>B05B NAT 

ý ?>7=0:><8BLAO A ?@8=F8?0<8 @01>BK �=B5@=5B0  
ý COA=8BL :>=F5?F8N :;85=B-A5@25@=>3> 2708<>459AB28O 
ý >@30=87>20BL <0@H@CB870F8N IP-B@0D8:0 A@54AB20<8 Windows 

�;0= 70=OB8O: 
ý  0@H@CB870F8O NAT, ?@>B>:>; HTTP 8 DNS, :;85=BK 8 A5@25@K 

ý !0AB@>9:0 >4=>3> 87 A5B52KE 8=B5@D59A>2 =0 ?>4:;NG5=85 : �=B5@=5BC 
ý �:;NG5=85 <0@H@CB870F88 2 Ubuntu.  
ý �=0:><AB2> A CB8;8B0<8 :><0=4=>9 AB@>:8 route 8 nslookup 

�@0:B8G5A:0O @01>B0: 
ý !0AB@>9:0 A5B52KE 8=B5@D59A>2 =0 :><?LNB5@0E >1CG0NI8EAO =0 ?>;CG5=85 04@5A>2 
?> DHCP 

ý 'AB0=>2:0 2 >48= 87 :><?LNB5@>2 4>?>;=8B5;L=>9 A5B52>9 :0@BK 

ý 'AB0=>2:0 0;LB5@=0B82=>3> 1@0C75@0 8 4>102;5=85 53> 2 ?0:5B "B8E>9" CAB0=>2:8 

"9@4 10. !9F96B9 B5BDG8B64A<9 
&5;8 70=OB8O: 

ý C7=0BL, :0: CAB@>5=K A?5F80;878@>20==K5 <0@H@CB870B>@K 

ý ?>7=0:><8BLAO A ?@8=F8?0<8 @01>BK Wi-Fi 

ý ?>7=0:><8BLAO A B5E=>;>38O<8 >@30=870F88 28@BC0;L=KE G0AB=KE A5B59 (VPN) 
ý =0CG8BLAO =0AB@0820BL Wi-Fi <0@H@CB870B>@ ?>A@54AB2>< web-8=B5@D59A0 

�;0= 70=OB8O: 
ý $01>B0 Wi-Fi 

ý 'AB@>9AB2>, ?@8=F8?K DC=:F8>=8@>20=8O 8 =0AB@>9:0 «1KB>2KE» 
<0@H@CB870B>@>2 
�@0:B8G5A:0O @01>B0: 

ý !0AB@>9:0 ?>4:;NG5=8O <0@H@CB870B>@0 : 2=5H=59 A5B8 

ý !0AB@>9:0 ?0@0<5B@>2 ;>:0;L=>9 A5B8 8 DHCP-A5@25@0 
ý !0AB@>9:0 ?0@0<5B@>2 Wi-Fi 

ý !0AB@>9:0 4>?>;=8B5;L=KE DC=:F89 <0@H@CB870B>@0, =0?@8<5@ DLNA-A5@25@0 
(5A;8 ?@8ACBAB2CNB) 

"9@4 11 . �EAB6O 59;BC4EABEF< CD< D45BF9 6 E9F<.  9;9D6AB9 >BC<DB64A<9 
&5;8 70=OB8O: 

ý C7=0BL > B8?0E C3@>7 157>?0A=>AB8 

ý C7=0BL > @07=>284=>ABOE 2@54>=>A=KE ?@>3@0<< 

ý =0CG8BLAO A>1;N40BL ?@028;0 157>?0A=>9 @01>BK =0 #� 

ý ?>7=0:><8BLAO A B5E=>;>38O<8 70I8BK >B C3@>7 
ý =0CG8BLAO @01>B0BL A 0=B828@CA=K< ?0:5B>< 

ý C7=0BL >1 >1I8E A5B52KE @5AC@A0E: 
ý =0CG8BLAO ?@54>AB02;OBL >1I89 4>ABC? : D09;0< 8 ?0?:0< =0 :><?LNB5@5 8 
C?@02;OBL ?@020<8 4>ABC?0 

ý =0CG8BLAO ?>4:;NG0BL @5AC@AK 2 2845 A5B52KE 48A:>2 
ý ?>7=0:><8BLAO A ?@8=F8?0<8 @575@2=>3> :>?8@>20=8O 
ý =0CG8BLAO =0AB@0820BL A;C61C 2>AAB0=>2;5=8O A8AB5<K 8 8AB>@8N D09;>2: 
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�;0= 70=OB8O: 
ý $07=>284=>AB8 C3@>7 8 <5@K ?> 70I8B5 A8AB5<K 8 40==KE 
ý 'AB0=>2:0 0=B828@CA=>3> ?0:5B0 
ý �7CG5=85 2>7<>6=>AB59 8 =0AB@>5: 0=B828@CA=>3> ?0:5B0 
ý %5B52K5 @5AC@AK 

ý $575@2=>5 :>?8@>20=85 
�@0:B8G5A:0O @01>B0: 
ý %>740=85 >1I8E ?0?>: 8 ?@54>AB02;5=85 4>ABC?0 : =8< 

ý %>740=85 ?>;L7>20B5;LA:>9 B>G:8 2>AAB0=>2;5=8O 
ý %>740=85 >1@070 A8AB5<K CB8;8B0<8 

ý !0AB@>9:0 A;C61K 8AB>@88 D09;>2 A ?0?:>9 E@0=5=8O =0 C40;5==>< :><?LNB5@5 
"9@4 12. !9D6<EAB9 B5E?G:<64A<9 �� < E9F<. �5M<9 E9F96O9 D9EGDEO.  
&5;8 70=OB8O: 
ý C7=0BL > <5B>40E <8=8<870F88 CI5@10 >B A1>52 2 @01>B5 8=D>@<0F8>==>9 
8=D@0AB@C:BC@K 

ý C7=0BL >1 >1I8E ?@8=F8?0E 4803=>AB8:8 =58A?@02=>AB59 #�, ?@>3@0<< 8 A5B8 

ý =0CG8BLAO A0<>AB>OB5;L=> ;>:0;87>20BL 8 CAB@0=OBL =5?>;04:8  
�;0= 70=OB8O: 
ý  5B>4K <8=8<870F88 CI5@10 
ý #@8=F8?K 4803=>AB8:8 =58A?@02=>AB59 

�@0:B8G5A:0O @01>B0: �@8<5=5=85 <5B>4>2 4803=>AB8:8 �� 8 CAB@0=5=85 
=58A?@02=>AB59. 

(#@5?>4020B5;L 2=>A8B B5 8;8 8=K5 =0@CH5=8O 2 @01>BC :><?LNB5@>2 >1CG0NI8EAO, 
>1CG0NI85AO >ACI5AB2;ONB ?>8A: =58A?@02=>AB59 8 CAB@0=ONB 8E) 

 

'G51=>-B5<0B8G5A:89 ?;0=  ��02."A=>2K :815@157>?0A=>AB8. 
 

7 

?/? 

 

!08<5=>20=85 @0745;>2 8 

?5@5G5=L B5<0B8:8 70=OB89 

G0AK (>@<K 0BB5AB0F88/ 
:>=B@>;O 

 

  2A53> B5>@8O ?@0:B8:0  

1 �2>4=>5 70=OB85. &5E=8:0 
157>?0A=>AB8 

2 1 1 &5AB8@>20=85 ?> &� 

 $0745; 1. "A=>2K :815@157>?0A=>AB8 

2 "A=>2K 0=0;870 8=D>@<0F88 2 
8=B5@=5B-?@>AB@0=AB25 

4 2 2 'AB=K9 >?@>A ?> 
B5>@88; 2K?>;=5=85 
?@0:B8G5A:8E 
7040=89, ?@>5:B=0O 
45OB5;L==>ABL 

3 #5@A>=0;L=K5 40==K5 8 
70I8I5==>ABL 40==KE 2 A5B8  

4 2 2 

4 %>F80;L=K5 A5B8. #>;8B8:0 
A>F80;L=KE A5B59 2 >1;0AB8 

:>=D845=F80;L=>AB8 
?>;L7>20B5;LA:8E 40==KE 

4 2 2 

5  >45;8 C3@>7 8 4 4 

7 �8@BC0;L=K5 <0H8=K: CAB0=>2:0 
8 =0AB@>9:0 

4 2 2 

8 �8@BC0;L=K5 <0H8=K: @01>B0 A 
"% KaliLinux 

8 4 4 

9 %5B52K5 2708<>459AB28O 
%5BL :0: 8AB>G=8: 8=D>@<0F88. 
#>;CG5=85 8=D>@<0F88 >B 
CAB@>9AB2. 

8 4 4 

10 #@>5:BK 2 3@C??0E ?> $0745;C 1. 4  4  

 �B>3> ?> @0745;C 1 46 21 25 
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 $0745; 2. Linux 

8 "A=>2=K5 ?@8=F8?K 
DC=:F8>=8@>20=8O >?5@0F8>==>9 
A8AB5<K 

LINUX 

6 2 4 'AB=K9 >?@>A ?> 
B5>@88; 2K?>;=5=85 
?@0:B8G5A:8E 
7040=89 

9 �7CG5=85 D09;>2>9 A8AB5<K 8 
DC=:F89 ?> >1@01>B:5 8 
C?@02;5=8N 40==K<8  
 

8 4 4 

10 %5<0D>@K 2 LINUX  :0: A@54AB2> 
A8=E@>=870F88 ?@>F5AA>2  

6 2 4 

11 +5< >B;8G05BAO Linux >B windows? 

"A=>2=K5 ?@>3@0<<K.  

4 2 2 

12 �0G5B=>5 70=OB85 2  2  

 �B>3> ?> @0745;C 2 26 10 16  

 �B>3> 72 31 41  

 

%>45@60=85 CG51=>-B5<0B8G5A:>3> ?;0=0  �� 02. "A=>2K :815@157>?0A=>AB8 

 4;89? 1. "A=>2K :815@157>?0A=>AB8 
&5;8: 
ý #>7=0:><8BL A ?>=OB85< ?5@A>=0;L=KE 40==KE. 
ý #>7=0:><8BL A 70:>=>40B5;LAB2>< > 70I8B5 ?5@A>=0;L=KE 40==KE. 
ý #>7=0:><8BL A ?>=OB85< ?>;L7>20B5;LA:8E A>3;0H5=89, ;8F5=789, ?@820B=>AB8 8 
:>=D845=F80;L=>AB8. 

ý #>7=0:><8BL A ?@8=F8?0<8 ?>AB@>5=8O <>45;59 8 284>2 C3@>7. 
ý #>7=0:><8BL A ?@>3@0<<>9 VirtualBox. 
ý  #>7=0:><8BL A >:@C65=85< "% KaliLinux. 
ý #>7=0:><8BL A A5B52>9 <>45;LN OSI. %>:5BK. 
&5>@8O: 
ý �7CG8BL ?@8=F8?K ?>AB@>5=8O <>45;59 8 284K C3@>7. 
ý �7CG8BL DC=:F8>=8@>20=85 VirtualBox. 'AB0=>2:0 8 =0AB@>9:0 VirtualBox. 
ý �7CG5=85 8=AB@C<5=B0@8O "% KaliLinux. $01>B0 2 B5@<8=0;5. SSH.  
ý �7CG5=85 C3@>7K 157>?0A=>AB8 2 A5B8. 
 �@0:B8:0: 
ý #@825AB8 ?@8<5@K ?@>3@0<< A @07;8G=K<8 ;8F5=78O<8.  
ý #@825AB8 ?@8<5@K =081>;55 8725AB=KE 2@54>=>A=KE ?@>3@0<< ?> ?@54;>65==K< B8?0< 

ý !09B8 ?@8<5@K AE5< <>H5==8G5AB20 A 8A?>;L7>20=85< A>F80;L=>9 8=65=5@88.  
ý $01>B0 A >?5@0F8>==>9 A8AB5<>9 "% KaliLinux. 
ý 'AB0=>2:0 >?5@0F8>==>9 A8AB5<K VirtualBox 
ý �=0;87 (?>8A: A;>2) =0 A09B5 A 8A?>;L7>20=85< CB8;8BK wget, 0 B0:65 ?>;CG5=85 8 
A>E@0=5=85 2845>?>B>:0 >B IP-:0<5@, 8A?>;L7>20=85 CB8;8BK ffmpeg. 

 4;89? 2. Linux. 

&5;8: 
ý �=0:><AB2> A >?5@0F8>==>9 A8AB5<>9 LINUX. 
ý �=0:><AB2> A DC=:F8O<8 ?> >1@01>B:5 8 C?@02;5=8N 40==K<8. 
ý �=0:><AB2> A A5<0D>@0<8 2 LINUX :0: A@54AB2> A8=E@>=870F88. 
&5>@8O: 
ý �7CG5=85 >?5@0F8>==>9 A8AB5<>9 LINUX  
ý �7CG5=85 D09;>2>9 A8AB5<K. 
ý �=0:><AB2> A> A@54AB20<8 A8=E@>=870F88.  
�@0:B8:0: 
ý $01>B0 2 >?5@0F8>==>9 A8AB5<5 LINUX. 
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  '%�"��/ $������*�� #$"�$�  / #$"(�%%�"!��0!"�"  "�'�/ 

�;O @50;870F88 ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O 4>;6=K 1KBL ?@54CA<>B@5=K 
A;54CNI85 A?5F80;L=K5 ?><5I5=8O: 
$50;870F8O ?@>3@0<<K ?@54?>;0305B =0;8G85 CG51=>3> :018=5B0, ;01>@0B>@88 «%8AB5<=>5 
04<8=8AB@8@>20=85»; ;01>@0B>@88 «�815@38385=0 8 @01>B0 A 1>;LH8<8 40==K<8». 
"1>@C4>20=85 CG51=>3> :018=5B0 8 @01>G8E <5AB :018=5B0:  

ý @01>G55 <5AB> ?@5?>4020B5;O; 
ý @01>G85 <5AB0 4;O >1CG0NI8EAO; 
ý 8=B5@0:B82=0O ?0=5;L. 

"1>@C4>20=85 ;01>@0B>@88 «%8AB5<=>5 04<8=8AB@8@>20=85»; ;01>@0B>@88 «�815@38385=0 8 
@01>B0 A 1>;LH8<8 40==K<8: 

ý @01>G85 <5AB0 =0 1075 2KG8A;8B5;L=>9 B5E=8:8, ?>4:;NG5==K5 : ;>:0;L=>9 
2KG8A;8B5;L=>9 A5B8 8 8=D>@<0F8>==>-B5;5:><<C=8:0F8>==>9 A5B8 �=B5@=5B; 

ý 48AB@81CB82 CAB0=02;8205<>9 >?5@0F8>==>9 A8AB5<K; 
ý 28@BC0;L=0O <0H8=0 4;O @01>BK A >?5@0F8>==>9 A8AB5<>9 (38?5@287>@); 
ý 8=AB@C<5=B0;L=0O A@540 ?@>3@0<<8@>20=8O;  
ý ?0:5B ?@8:;04=KE ?@>3@0<<; 

ý ?@>3@0<<=>5 >15A?5G5=85 A5B52>3> >1>@C4>20=8O; 
ý 0=B828@CA=K9 ?@>3@0<<=K9 :><?;5:A;  
ý ?@>3@0<<=>-0??0@0B=K5 A@54AB20 70I8BK 8=D>@<0F88 >B =5A0=:F8>=8@>20==>3> 
4>ABC?0, 1;>:8@>2:8 4>ABC?0 8 =0@CH5=8O F5;>AB=>AB8. 

�=D>@<0F8>==>5 >15A?5G5=85 >1CG5=8O 

#@>3@0<<=>5 >15A?5G5=85: 
ý VirtualBox; 

ý Linux; 

"A=>2=0O ;8B5@0BC@0 
1. %>15;L,  0@: Linux. �4<8=8AB@8@>20=85 8 A8AB5<=>5 ?@>3@0<<8@>20=85 /  0@: 

%>15;L. -  .: #8B5@, 2016. - 820 c. 

2. %:>BB  N;;5@.  >45@=870F8O 8 @5<>=B #�/ �740B5;LA:89 4>< "�8;LO<5" [@07=K5 
8740=8O A I996 3.] 

3. '8;LO< $. %B0=5:. �><0=4=0O AB@>:0 MicrosoftWindows// M.: $CAA:0O $540:F8O, 2004 3. 
4. $.  >@8<>B>84@. Microsoft Windows Server 2012. #>;=>5 @C:>2>4AB2>. // �740B5;LA:89 

4>< "�8;LO<5", 2013 3. 
5.  . $CAA8=>28G. �. %>;><>= - �=CB@5==55 CAB@>9AB2> MicrosoftWindows, 6-5 8740=85. // 

%#1.: #8B5@. 2013 3. 
6. (;5=>2,  .�. Linux 3;070<8 E0:5@0 /  .�. (;5=>2. -  .: �)�-#5B5@1C@3, 2014. - 544 c. 

7. ";8D5@ �., ";8D5@ !. �><?LNB5@=K5 A5B8. #@8=F8?K, B5E=>;>388, ?@>B>:>;K. 
'G51=8:, 5-5 8740=85 3 #8B5@, 2015. 

8. %8=8FK= %.�., �0B052�.�. ,!0;NB8= !... "?5@0F8>==K5 A8AB5<K 3  .: �740B5;LA:89 
F5=B@ «�:045<8O», 2013. 

9. %:@8?=8: �. �. "1I85 2>?@>AK B5E=8G5A:>9 70I8BK 8=D>@<0F88: CG51=>5 ?>A>185 / 
%:@8?=8: �. �. 3 .: �=B5@=5B-'=825@A8B5B �=D>@<0F8>==KE &5E=>;>389 (�!&'�&), 
2016. 

10. &0=5=10C< -., 'M75@>;; �. �><?LNB5@=K5 A5B8. 5-5 874. 3 #8B5@, 2013. 
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'G51=>-B5<0B8G5A:89 ?;0=  ��03. "A=>2K ?@>3@0<<8@>20=8O 2 A@545 PYTHON 

 

7 !08<5=>20=85  B5< @0745;0 �>;8G5AB2> G0A>2 
�A53>  &5>@8O  #@0:B8:0  

  >4C;L 1. �2545=85 2 ?@>3@0<<8@>20=85. 26 12 14 

1 &5<0 1.1. #>=OB8O :>40, 8=B5@?@5B0B>@0, ?@>3@0<<K. 
�=B53@8@>20==K5 A@54K, 8A?>;=5=85 :>40. 
#@>AB59H85 ?@>3@0<<K A 2K2>4>< =0 M:@0=. 

2 1 1 

2 &5<0 1.2. 'A;>2=K9 >?5@0B>@. #5@5<5==K5 8 
0@8D<5B8:0. 2 1 1 

3 &5<0 1.3. �=0:><AB2> A F8:;>< while. 4 2 2 

4 &5<0 1.4. "B;04G8:. 4 2 2 

5 &5<0 1.5. �=0:><AB2> A F8:;>< for. 4 2 2 

6 &5<0 1.6. #>3@C65=85 2 CA;>28O. True, False, Break, 

Continue. 4 2 2 

7 &5<0 1.7. �=0:><AB2> A> A?8A:0<8. 4 2 2 

8 &5<0 1.8. $5H5=85 7040G ?> B5<5 <>4C;O 1. 2  2 

  >4C;L 2. �07>2K5 :>=AB@C:F88 2 Python. 20 10 10 

1 &5<0 2.1. �>?>;=8B5;L=K5 2>7<>6=>AB8 F8:;0 for. 

�>@B568. %>@B8@>2:8. 4 2 2 

2 &5<0 2.2. �=0:><AB2> A> A@570<8 8 480?07>=0<8. 
$025=AB2> 8 A>2?045=85 >1J5:B>2. 4 2 2 

3 &5<0 2.3. %?8A>G=K5 2K@065=8O.  5B>4K split 8 join. 4 2 2 

4 &5<0 2.5. (C=:F88. 4 2 2 

5 &5<0 2.6. "1;0AB8 2848<>AB8 ?5@5<5==KE. 4 2 2 

 �&"�" 46 22 24 

 

 %>45@60=85 CG51=>-B5<0B8G5A:>3> ?;0=0  
$0745; 1. �2545=85 2 ?@>3@0<<8@>20=85. 

"A=>2=K5 ?>=OB8O ?@>3@0<<8@>20=8O: 8A?>;=8B5;L, A8AB5<0 :><0=4, 0;3>@8B<, 
?@>3@0<<0, A@540 @07@01>B:8, 8=B5@?@5B0B>@, :>4 ?@>3@0<<K 8 @540:B>@ :>40. 

�2>4-2K2>4 2 ?@>3@0<<5, CA;>2=K9 >?5@0B>@, >?5@0B>@ F8:;0 A ?@54CA;>285<. 
#@>AB59H85 ?@>3@0<<K A 8A?>;L7>20=85< CA;>2=>3> >?5@0B>@0 if, >?5@0B>@0 F8:;>2 while 8 
>?5@0B>@>2 22>40-2K2>40. &5E=>;>38O @07@01>B:8 ?@>3@0<<K. 

!0 MB>< MB0?5 >1CG0NI85AO @07@010BK20NB ?5@2K5 0;3>@8B<K 8 ?@>3@0<<K, 0 B0:65 
0=0;878@CNB, =0 :0:85 DC=:F8>=0;L=K5 1;>:8 <>65B 1KBL @0718B0 ?@>3@0<<0, 8 >?@545;ONB 
@01>B>A?>A>1=>ABL @07@01>B0==>9 ?@>3@0<<K. 

� @57C;PB0B5 >A2>5=8O <>4C;O 1 >1CG0NM85AO  
4>;6=O ;A4FP: 
3 107>2K5 :>=AB@C:F88 O7K:0 ?@>3@0<<8@>20=8O Python (>?5@0F88 ?@8A20820=8O, 

25B2;5=8O, F8:;0, 22>4\2K2>4, 70?8AL :>=AB0=B 8 2K@065=89); 
3 >A=>2=K5 <5B>4K A>@B8@>2:8 A?8A:>2; 
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3 0;3>@8B<K >1@01>B:8 A?8A:>2 (?>8A: M;5<5=B0 A 7040==K<8 A2>9AB20<8, C40;5=85 
M;5<5=B>2, 2AB02:0 M;5<5=B>2, 70<5=0 M;5<5=B>2). 

4>;6=O G@9FP: 
2 CAB0=02;820BL =5>1E>48<K9 8=AB@C<5=B0@89 4;O @07@01>B:8 ?@8;>65=89; 
2 A>AB02;OBL ?@>3@0<<=K9 :>4 A 8A?>;L7>20=85< @07=KE B8?>2 40==KE 8 >?5@0F89 

=04 =8<8; 
2 A>AB02;OBL, >B;06820BL 8 8A?>;=OBL =0 ?5@A>=0;L=>< :><?LNB5@5 ?@>3@0<<K 

@5H5=8O CG51=KE 7040G ?> ?@>3@0<<8@>20=8N; 
2 ?@8<5=OBL CA;>2=K5 :>=AB@C:F88; 
2 @5H0BL 7040G8 A 8A?>;L7>20=85< @07=KE 284>2 F8:;>2; 
2 A>AB02;OBL ?@>3@0<<K >1@01>B:8 A?8A:>2; 
2 8A:0BL 8=D>@<0F8N 2 A2>1>4=KE 8AB>G=8:0E 8 AB@C:BC@8@>20BL 55; 
2 >1J5:B82=> >F5=820BL @57C;LB0BK A2>59 @01>BK. 
&5<0 1.1. �=0:><AB2> A A8AB5<>9 /=45:A.�>=B5AB.  

&5>@8O. #>=OB8O :>40, 8=B5@?@5B0B>@0, ?@>3@0<<K. �=B53@8@>20==K5 A@54K, 8A?>;=5=85 
:>40.  

�@0:B8:0. #@>AB59H85 ?@>3@0<<K A 2K2>4>< =0 M:@0=. 
&5<0 1.2. 'A;>2=K9 >?5@0B>@. #5@5<5==K5 8 0@8D<5B8:0. 

&5>@8O. �;D028B 8 A;>20@L O7K:0 Python. "1JO2;5=85 ?5@5<5==KE. &8?K 40==KE. 
�@8D<5B8G5A:85 >?5@0F88. "?5@0F88 A ?@8A20820=85<. �8=59=K5 ?@>3@0<<K. 'A;>2=K9 
>?5@0B>@. 

�@0:B8:0. "17>@ B8?>2 40==KE. �KG8A;5=85 <0B5<0B8G5A:8E 2K@065=89 A ?><>ILN 
AB0=40@B=KE 0@8D<5B8G5A:8E DC=:F89. $5H5=85 7040G ?> B5<5. 

&5<0 1.3. �=0:><AB2> A F8:;>< while. 
&5>@8O. "?@545;5=85 F8:;0. "?5@0B>@ F8:;0 A ?@4CA;>285<. 
�@0:B8:0. $5H5=85 7040G ?> B5<5 «*8:; while». 
&5<0 1.4. "B;04G8:.  
&5>@8O. "?@545;5=85. 'AB0=>2:0 8 70?CA: >B;04G8:0 ?@>3@0<<=>3> :>40. 
�@0:B8:0. $5H5=85 7040G. 
$>@<0 ?>42545=8O 8B>3>2: A0<>AB>OB5;L=0O @01>B0 =0 @5H5=85 7040G ?> B5<5 1.4. 
&5<0 1.5. �=0:><AB2> A F8:;>< for. 

&5>@8O. "?5@0B>@ F8:;0 A ?>ABCA;>285<. "?5@0B>@ A 8725AB=K< G8A;>< ?>2B>@>2.  
�@0:B8:0. $5H5=85 7040G ?> B5<5 «*8:; for». 
&5<0 1.6. #>3@C65=85 2 CA;>28O. True, False, Break, Continue. 

&5>@8O. #@8=F8? @01>BK >?5@0B>@>2 True, False, Break, Continue. 

�@0:B8:0. $5H5=85 7040G =0 B5<C «#>3@C65=85 2 CA;>28O». 
&5<0 1.7. �=0:><AB2> A> A?8A:0<8. 

&5>@8O. "?@545;5=85 ?>=OB8O «A?8A:8». "1JO2;5=85 A?8A:0. �59AB28O =04 A?8A:0<8, =04 
M;5<5=B0<8 A?8A:0.  

�@0:B8:0. $5H5=85 7040G ?> B5<5 «%?8A:8» 
$>@<0 ?>42545=8O 8B>3>2: A0<>AB>OB5;L=0O @01>B0. 
$0745; 2. �07>2K5 :>=AB@C:F88 O7K:0 Python. 
#>=OB85 > O7K:5 2KA>:>3> C@>2=O Python. %B@C:BC@0 ?@>3@0<<K, 

?5@5<5==K5 8 :>=AB0=BK, @01>B0 A G8A;>2K<8 ?5@5<5==K<8, 0@8D<5B8G5A:85 >?5@0B>@K 2 
Python. "A=>2=K5 C?@02;ONI85 :>=AB@C:F88 0;3>@8B<>2 A 25B2;5=85< 2 Python. 

'AB@>9AB2> F8:;>2 for. "A=>2=K5 C?@02;ONI85 :>=AB@C:F88 F8:;8G5A:>3> 0;3>@8B<0 2 
Python. #@>AB59H85 F8:;K 8 F8:;K A ?5@5<5==K<8. 

$01>B0 A> A?8A:0<8, AB@>:0<8, <=>65AB20<8 8 :>@B560<8 2 Python. #>=OB85 8B5@0B>@0. 
#>=OB85 ?>4?@>3@0<<K, ?@>F54C@K, DC=:F88. (C=:F88 2 Python. $5H5=85 

7040G. 
� @57C;PB0B5 >A2>5=8O <>4C;O 2 >1CG0NM85AO  

4>;6=O ;A4FP: 
3 107>2K5 :>=AB@C:F88 O7K:0 ?@>3@0<<8@>20=8O Python (>?5@0F88 ?@8A20820=8O, 

25B2;5=8O, F8:;0, 22>4\2K2>4, 70?8AL :>=AB0=B 8 2K@065=89); 
3 >A=>2=K5 <5B>4K A>@B8@>2:8 A?8A:>2; 
3 0;3>@8B<K >1@01>B:8 A?8A:>2 (?>8A: M;5<5=B0 A 7040==K<8 A2>9AB20<8, C40;5=85 
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M;5<5=B>2, 2AB02:0 M;5<5=B>2, 70<5=0 M;5<5=B>2); 
3 A?>A>1K >@30=870F88 ?@>F54C@ 8 DC=:F89. 

4>;6=O G@9FP: 
2 70?8AK20BL :>=AB@C:F88 O7K:0 ?@>3@0<<8@>20=8O Python; 

2 B5AB8@>20BL 8 >ACI5AB2;OBL >B;04:C ?@>3@0<<; 
2 >1J5:B82=> >F5=820BL @57C;LB0BK A2>59 @01>BK. 
&5<0 2.1. #>2B>@5=85. �>?>;=8B5;L=K5 2>7<>6=>AB8 F8:;0 for.  
�>@B568. %>@B8@>2:8. 
&5>@8O. %B@C:BC@0 ?@>3@0<<K. %B0=40@B=K5 DC=:F88 8 0@8D<5B8G5A:85 2K@065=8O. 

�5B2;5=8O. �>38G5A:85 >?5@0F88. "?5@0B>@ F8:;0 A 8725AB=K< :>;8G5AB2>< ?>2B>@>2, 
?>ABCA;>285<, ?@54CA;>285<. "?5@0B>@ 157CA;>2=>3> ?5@5E>40. 

�@0:B8:0. $5H5=85 7040G =0 B5<C «*8:; for». 
&5<0 2.2. �=0:><AB2> A> A@570<8 8 480?07>=0<8.  
&5>@8O. #>=OB85 A@57>2 8 480?07>=>2. $025=AB2> 8 A>2?045=85 >1J5:B>2. 
�@0:B8:0. $5H5=85 7040G ?> B5<5 «%@57K 8 480?07>=K» 
&5<0 2.3. %?8A>G=K5 2K@065=8O.  5B>4K split 8 join. 
&5>@8O. $01>B0 A> A?8A:0<8. #@8<5=5=85 <5B>4>2 split 8 join. 
�@0:B8:0. $5H5=85 7040G =0 B5<C « 5B>4K split 8 join». 
&5<0 2.4. �=0:><AB2> A DC=:F8O<8. 

&5>@8O. "?@545;5=85 DC=:F88. #@028;0 A>AB02;5=8O 8 2K7>20 DC=:F89 2 ?@>3@0<<=>< 
:>45. �>:0;L=K5 8 3;>10;L=K5 ?5@5<5==K5.  
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